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May 20, 2020

To

BSE Limited

The National Stock Exchange of India Limited
Dear Sir/Madam,

Sub: Press Release- Covid-19 impact: Subex detects a significant rise in attacks on smart home devices,
enterprises, and critical infrastructure

As per Regulation 30 of the SEBI (LODR) Regulations, 2015, please find enclosed the Press
Release which the Company intends to make.

Kindly broadcast the same on your website on May 20, 2020.

Thanking you.

Yours truly,
For Subex Limited

G V Krishnakanth
Company Secretary & Compliance Officer

Subex Limited
CIN - L85110KA1994PLC016663
Registered Address: RMZ Ecoworld, Outer Ring Road, Devarabisanahalli, Bangalore - 560103, India
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Covid-19 impact: Subex detects a significant rise in attacks on smart home devices,
enterprises, and critical infrastructure
Hackers and attacks are now evolving faster than ever before. A new breed of hackers acting in
unison with APT groups appears

20™ MAY 2020, BENGALURU, INDIA — Subex today released the findings of its quarterly threat landscape
report for the first quarter of 2020. This is the first report for the year 2020, and it comprehensively
documents the impact of the ongoing Coronavirus pandemic on the global cyber threat landscape.

Subex, it may be recalled, had issued an advisory on the onset of Coronavirus themed attacks in the first
week of March this year. Subsequently, the company, as part of its overall monitoring, has been keeping
tabs on the changes in the threat environment brought about by these attacks and by the emergence of
new actors focused on attacking specific segments such as healthcare. Subex has also detected and
reported a spurt in deceptive attacks on critical infrastructure elements across the world, especially in
Eastern Europe, where these attacks are growing in volume. The quality of these attacks is also improving
with each passing week.

What has changed in the last quarter:

e 46 percent increase in critical attacks on smart homes, enterprises and control systems connected
to critical infrastructure

e Arrise in deceptive attacks on critical infrastructure (designed to keep national CERT teams and
other cyber defense agencies occupied while the hackers chase other high-value targets)

e 68 percent rise in Coronavirus-themed phishing emails across classes. Enterprise and
manufacturing are the two main target segments

e High levels of Advance Persistent Threat (APT) group activity groups recorded in 47 days last
quarter. These groups came mainly from 3 countries; activity levels correlate with known
espionage and disruption patterns seen in the past

e Most attacked regions — North America, South Asia, and the Middle East

e A new breed of hackers acting to destabilize enterprises through complex social engineering
means and targeted deceptive messaging emerges

“As the world adjusts to the new normal, hackers are evolving faster than ever before. They are taking
advantage of our diffused attention and the lack of resources to keep up the pressure on cybersecurity
teams at an enterprise, individual users, and government levels. Such widespread attacks themed on the
Covid-19 pandemic are unprecedented and require coordinated action from all stakeholders to defeat the
machinations of the actors involved. | am confident that this report and its findings will serve as critical
inputs in helping secure our assets, data, and infrastructure,” said Vinod Kumar, Managing Director &
CEO, Subex.

This report has been prepared using data gathered and analyzed from Subex’s global honeypot network
functional across 62 cities around the world. To access our weekly threat reports, latest sectoral advisory
and, related information, please visit this link.

The report can be downloaded here

About Subex
Subex is a pioneer in enabling Digital Trust for businesses across the globe.

Founded in 1992, Subex has spent over 25 years in helping global Communications Service Providers
maximize their revenues and profitability. With a legacy of having served the market through its world-class
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solutions for business optimization and analytics, Subex is now leading the way by enabling all-round Digital
Trust in the business ecosystems of its customers. Focusing on privacy, security, risk mitigation,
predictability, and confidence in data, Subex helps businesses embrace the disruptive changes in the
business landscape and succeed with Digital Trust.

Subex leverages its award-winning product portfolio in areas such as Revenue Assurance, Fraud
Management, Network Analytics, and Partner Management, and complements them through its digital
solutions such as 10T Security and Insights. Subex also offers scalable Managed Services and Business
Consulting services. Subex has more than 300 installations across 90+ countries.

In case of any queries, please reach out to;

Marketing & Communications
Sandeep Banga

+91 99168 24122
sandeep.banga@subex.com
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